6.2.2
2. ERP Document and screen shots of
user interfaces of each module
reflecting the name of the HEI
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Sr. No. AREAS OF E-GOVERNANCE FACILITIES PROVIDE
1 Administration educloud.app
2 Finance and Accounts Tally
3 Student Admission and Support educloud.app
4 Library Delnet and Ims software
5 Examination SRTM UNIVERSITY
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EDUCLOUD APPLICATION

Edu cloud application is used for student administration system

&« C & icopeducloud.app

2 v 0@
M Gmail B YouTube B¥ Maps @& News B Tranciate

educloud.app #® School~ Exam~

Timetable ~  Attendance =  Assignment

Activity ~ Leamning ~ Fee Counter = =

& Hi ZAMEERI

Welcome To INDIRA COLLEGE OF PHARMACY

YEAR: 2023-2024

y schedule Enquiry CRM | Admission |  Atendance |  On-boarding Wizard v N
Next 2 weeks
Today 10 11 12 13 14 15 16
v My Group
17 18 19 20 21 22 23
Announcement

Holidays & Important Days

anale Bla m

£ Type here to search

1824
10-02-2023
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1. ADMINISTRATION

« 0@ :

m

e e 8 icop.educloud.app/admission_/admissionDashboard.do

Gmail @B YouTube B® Maps @ News B Tronslate

eCleC|OUCf.app Schoo xam >  Timetable = At ce Assignment  Aclivity g > nte B Hi ZAMEER!

Send Admission Form

Academic Year: | 2023 -2024 ( CurrentYear) Configurafion

i [ & :
pled it Online Form Transaction m

# Grade Name Total ~ Confirm © New Appication o B

1 Total Application 0 0

@ Application Act

Application Rejected

o Interview Scheduled

e Rejecied In Interview | I

© vvaiting List Bl

B B

R

Cancelled Admission |

. T
ﬂ L Type here to search ~ 2 b ENG o e

- rincipal
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< c

Gmail B YouTube

educloud.app

n Maps

B News

B Translate

@ icop.educloud.app/admission_/admissionDashboard.do

1

Grade Name

Total Application

Total

]

Confirm

0

@ Enquiry CRM

2+ Admission WorkFlow

& Transport

@ Manage Students ID Cards

@ new Application

© Application Acce:

T

ng Account Clearance

Confirmed Admission

© ~dded in Class

d Admission

B Comment Bank

W Health

Appraisal Template

& My Appraisal

= Appraisal Summary

3 Infrastructure

B Data Report

= Student photo bulk upload

)

ENG
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Finance and Accounts

educloud.app

Fee Counter =

& Fee Dashboard
B Assign YEAR: 2023-2024
*, Fee Import/Export

..1"'-4;-; Welcome To INDIRA COLLEGE OF PHARMACY
o ]

@ Fee Collection
My schedule

Enguiry CRM Admission Attendance | On-boarding Wizard v My Classes
Next 2 weeks {o My Classes
Taday 18 1 1 13 14 15 16
w
1 18 19 {1] 21 23
Announcement

Holidays & Important Days
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educloud.app #

m Late Collection E Online Payment |i| Deposit Collection W school Collection
Late Payment 2\; 0 Online Transactions 0 Collected :\F 0
Students 0 Total Schoo! Students 0 et 0 .
0 #F0
Fee Structure _You ave O Template: Fee Structure of *
Total Coflection Amount

Payment Quick View

Late Payment

Fee Import / Export Sheet + Dashboard

Fee import

1. Import Option 1 : Create New Student Fee Records @

2 Import Option 2 : By Existing Student Fee Recordld @ m

3. Import Option 3 : Import new fee template and fee template records @
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Student Admission and Support

&« C 8 icop.educloud.app/admission_fadmissionDashboeard.do

2 % 0@ :
M Gmail B YouTube B¥ Maps @ News By Transiate

educloud.app

Send Admission Form

dress Academic Year: | 2023 - 2024 (CurrentYear) Conigmanon

# Grade Name Total ~Confirm @ New Application 0 9
1 Total Application 0 0 y - -
Application Rejected [ & |

15

W) Pending A

© confirmed Admission

© Added in Class

Cancelled Admission & |

T 7
D) ENG ooy N

educloud.app A School~ Exam~

Counter =

Select Grade v || Select Status ~

+ Back to Dashboard

show 30 ¥ entries

Search:

Application No. \ Parent Name Grade Application Date Status Action

No data available in table

—_— )
[~

\
4/%rincipal Previous N
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Showing 0 to O of 0 entries



INDIRA COLLEGE OF PHARMACY

Note: To fill up the application form use updated edition of Firefox, Chrome or Safari browser.

¥ Admission Information

Application Date 10-2-2023 Registration Mo :
Academic Year : Select Academic Year v Grade/Course : Select Grade/Course -

? Student Information

2 Parent Information

? Contact & Communication Details
? Academic Background

2 Sibling Information

? Medical Information

educloud.app # School> Exam~ Timetable ~ Aftendance > A ment Activity »  Learning v

— \Principal
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educloud.app # School~ Exam~ Timsetable~ Aftendance ~ ment Activity ~ | Leaming~ | Fe

Syllabus Content Management Select Repo o] [smat Wb Ropeshony

A Syllabus Content Management

m Student Syllabus Learning Content
* Quiz Detail Result

“r Student Quiz Detail Result

s Question Paper Type

| Question Paper

# Academic Planner

# Lesson Plan

[z Study Material

& Share Files
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Examination

Swami Ramanand Teerth Marathwada University

MNanded - 431606, Maharashira Staie, India

EstahiEsbied on 1Tih Seprember 1994, Recognized By the LG Lfs X -amd 12{8) NAAC Be=sceredited wirh 'A" giade

Important Information

* For any queres send mail to Stexsmgueryi®gmuaelcoms. (Office timings onky), Don't
call o wendverdity exam section.

= UseriDs for Practical marks login Click Here,
* The Password of All Portals will be Default Password.

* Lser Name ! three digits college code.
= Pasiword: Password is default password already sent by SMS5/Email for last session,

* To get a paisword from web mail use this ink bttpeFloginmicrosaftonfine com,

0

Online Examination Download LAC & Online
Form AdmitCards Attendance

Online Practical Online Internal
Marks Marks
 Acwwilabin Fiow Auailahis How
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Swami Ramanand Teerth Marathwada University

Nanded - 431606, Maharash

Established on 17th September 1994, Recognized By the UGC
Practical Marks J Test & Termwork Marks Help {fimages/HelpPh. mp4) |

Online Practical Marks Entry for Winter-2022

Details

Total

Locked

Prasent

a State, India
(f) and 12(B) NAAC Re-accredited with "A' grade

User: 731 || Change Password

Absent MP | Additional Pending

ReadyToPrint

Select

Logout

731 - Indira College of Pharmacy, Vishnupuri, Nanded
B.PHARM\FINAL
PRACTICE SCHOOL-(PR) -

B0

B0

o a 0 o

4]

731 - Indira College of Pharmacy, Vishnupuri, Nanded
B.PHARM\FINAL
INST. METHODS OF ANL.-(PR) -

B0

8

731 - Indira College of Pharmacy, Vishnupuri, Nanded
B.PHARM\TY
PHARMACOLOGY-II (PR) -

&3

&9

731 - Indira College of Pharmacy, Vishnupuri, Manded
B.PHARMATY
INDUSTRIAL PHARMACY (PR) -

69

&5

731 - Indira College of Pharmacy, Vishnupuri, Manded
B.PHARM\TY
PHARMACO. & PHYTOCHE.-Il (PR) -

]

69

Swami Ramanand Teerth Marathwada University

Nanded - 431606, Maharashtra State, India
Established on 17th September 1994, Recognized By the UGC U/s 2(f) and 12(B) NAAC Re-accredited with 'A" grade

User : 731-Indira College of Pharmacy, Vishnupuri, Nanded Change Password Logout Help
Online Internal Marks Entry for Winter-2022
Slno Course Total Locked Present Absent Additional Pending Select
1 B.PHARM\FINAL 480 480 480 0 0 0 Select
2 B.PHARM\TY 552 552 549 3 0 0 Select
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LIBRARY SOFTWARE SCREENSHOTS:

DELNET ACCESS FOR E-JOURNALS in Library:

v = X

@ DELNET - Home X & SearchHome x 4+
LG

C @ discoveryl.delnetin
DELNET YouTube Channel / User Manual / ._‘SagE Statistics / Know your ILL-Book Status/ 0 Your Account / Contact DELNET / m Log Out

Your membership will be active for 313 days, needs renewal thereafter.
Records last received on: 10-03-2022 | Language

DELNET
LW EOULIMSSS's Indira College of Pharmacy]

Search the DELNET Digital Library Resources
Advanced

Al Fields ¥

All Location ~ --Select Format--- , Find

You are accessing union catalog of Books, Journals ete

Full-text Digital Library Resources

\\'\5.0

Access Full Text E-books, E-journals, E- Video Sites Online
Broaden Your Knowledge & Horizons
through ViSiCn

articles, etc.
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DELNET PROFILE

@ DELNET - Home X @ Profile x  + v = X

& C @ discoveryl.delnetin/MyResearch/Profile e % » 0@ :

Search the DELNET Digital Library Resources|

All Fields v All Location - ---Select Format--- » 4, Find Advanced
‘You are accessing union catalog of Books, Journals etc
Your Account /
Your Profile Your Account
Institutional Head: Dr. Prakash Katakam

¢ Saved Items

Email: sapure_k@redifimail.com %, Saved Searches
&l Log Out

Your Lists

[

H O Type here to search 0




LMS DASHBOARD

T
Q
2
:
3
i
A
o
B
5
i
-
a
i
&
&
¥
5
o
=
o
.;

g & » 0O %

']

-. Wil
i

Il“j}

o1 ta¥ (85) varn
(ST 001 vy ot v

Dashboard | Library Manageme- X 4 Vo= X

& C A Notsecure | Imsicopnanded.bterp.org/Layout/Browse/101 e %« & 0 e

Indira College of Pharmacy

m

12 MODULES Welcome - Ims_icopnanded w Settings  Sign Out

[ Library DashBoard

List of Menu's

Home > Menu's
City Master E Generate Staff Library Card

9 OPAC Number

Imsicopnanded bterp.org/General/StreamMaster.aspx?|d=6597&isAdd =VHZQ==&isModify=VH)1Z0==&iisDelete=VHI1ZQ== pgsignation Master

O Type here to search i)

Generate Library Card No Standard Master Stream Master

e

Division Master Caste Master Student Status Master

e

Sub Caste Master Caste Category Master E Paying Category Master

Religion Master

6 6 0 0
6 6 608 6

!! Employee Category Master h
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Getting Started with EduCloud Server

Log In to the Web Interface

You can access the EduCloud Server user interface by using a web browser.
For a list of supported browsers, see the [FAQ Section].

Note: You must have an account in order to access the EduCloud Server service. This account
was specified when you initially ordered the EduCloud Server service.

1. Open a Web browser and navigate to:
https://bcnet.educloud.ubc.ca/cloud/org/<OrganizationCode>. The
<OrganizationCode> will be provided to you by email from the EduCloud Server
administrator during the onboarding process. For example, the University of British
Columbia IT department would have an access URL similar to:
https://bcnet.educloud.ubc.ca/cloud/org/ubc-it/.

If you’ve forgotten your account information or department code, please contact us at
http://web.it.ubc.ca/forms/systems.

2. Type the user name and password provided during onboarding and click Login.

Once you are logged into the EduCloud Server you will be presented with the EduCloud Server
portal home page, similar to the screenshot below.

| Y Home i_ My Cloud I [ Catalogs '%, Administration |

22 Setup this organization s
Quick Access

To start a vhApp, click Start. To use a powered on vApp, click on its thumbnail.

s AddwvApp from Catalog +EE Build Mew vApp '.’3' Q

Available Tabs:

e Home - quick access to vApps created within your organization.
e My Cloud - work with existing or create new vApps and VMs.
o Catalogs - browse existing or create new catalogs of vApp templates.

Indira College of Pharmacy 3
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My Cloud

Quick Access Shortcuts:

. "'Add vApp from Catalog - Create a new vApp using a vVApp template fromthe existing
public Catalog.

4
. “ Add vApp from OVF - Create a new vApp from an OVFfile.
.¢.
. % Build New VvApp - Build a new vApp where you can pick and choose the VMs you

would like to have in your new vApp.

Catalogs

A catalog is a container for vApp templates and media files in an organization. The public
catalog contains pre-built operating system gold images, from which you can build vApps.

Public Catalogs

In the EduCloud Server console, click Catalogs tab.

In the left pane, select Public Catalogs.

In the right pane, select vApp Templates tab.

You will now see a list of all available vApp Templates that are published by UBCIT.

A

| (a1 Home | & My Cloud ! [ Catalogs | &% Administration |

Catalogs | [ Public Catalogs
[ My Organization's Catalogs Catalogs | vApp Templates | Media & Other
<~ [ Public Catalogs i ' =
Recent ffems | ] ﬁ'
F_:| . | MName 14 Ver. Status Gold ..,
| 3E| Red Hat Enterprise Linux & G4bit 2 Ready ’ ]
ﬂ Red Hat Enterprise Linux 7 G4bit 11 Ready :
| -.Eﬂ Uountu 14.04 LTS 64bit 4 Ready ’ |

My Organization’s Catalogs

You can also create your own catalog and publish it to the users of your organization. Once you
create a catalog you can add vApp templates and media (e.g. ISO images) to share with the
of your organization.

e,
N\
%the EduCloud Server console, click Catalogs tab. \L\;—/_/—V
Ya\”“ g —\Principal
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2. Inthe left pane, select My Organization’s Catalogs.

3. Inthe right pane, select Catalogs tab. You will see the current available default catalog
created for your organization.

4. To add a new catalog, click on the Add Catalogicon. +

5. Select a name and description for your new catalog and click Next.

6. Under Add Storage select whether you want to store items in this catalog on a specific
storage tier. Otherwise leave on “Use any storage available in the organization”.

7. Under Share this Catalog, select “Add Members”.

8. You can choose to share the catalog with Everyone in the organization or Specific users
and groups.

9. Under Access level, select the appropriate privileges that the users should have for the
catalog. Click Next.

10. Review the catalog settings and click Finish to create the new catalog.

Working with vApps

A vApp is a collection of one or more virtual machines. From a management perspective, a
multi-tiered vApp acts a lot like a virtual machine object.

You can create a new vApp based on a vApp template stored in one of the Public Catalogs (e.g.
Gold Images) that you have access to, or in your organization’s catalogs under My
Organization’s Catalogs. You can also create your own vApp templates.

| (3} Home | My Cloud | [ Catalogs | & Administration |

My Cloud SE vApps
ate VADDS + i ) B
& Vs

To add an existing vApp from a catalog (public or private):

Log into EduCloud Server web console and click the My Cloud tab.

In the left pane, select vApps.

In the right pane click the green plus icon + (Add vApp from Catalog)

When the “Add vApp from Catalog” wizard starts select the appropriate catalog
from the Look in drop down list. If this is your first vApp select PublicCatalogs.
5. Click All Templates tab.

PwNPR
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6. Select a vApp template and click Next.

Add vApp from Catalog

Select vApp Template
Select vApp Template
AvaAppis a cloud computer system that contains one ar more virtual machines

Select Name and Location YOUT NEw vapp.

Configure Resources ﬂ' MNeed access to a different vApp? Contact vour administrator to get access to more

Lookin: [E# Public Catalogs = |

=) Gold Masters | B8] All Templates |

Mame = [ Catalog

(=) Red Hat Enterprise Linux 6 64bit & EduAdmin
(=) Ubuntu 12.04 LTS 64bit Eé EduAdmin
(=) windows 7 Enterprise 64bit Ed Eduadmin
= Windows 8.1 Enterprise 64bit iz EduAdmin
(=) Windows Server 2008 R2 Standard E EduAdmin
(=) Windows Server 2012 R2 Standard [ Edurdmin

7. Under Name this vApp Type a name and description for the vApp and click Next.
Add vApp from Catalog

Select Name and Location
Select vApp Template

Select Hame and Location

Configure Resources

AvApp is a cloud computer system that contains one or

Mame: Windows Desktops &

Description: Windows 8.1 desktops

8. Under Configure Resources type a name for each virtual machine in the list and
select their storage profile for the virtual machine and click Next (link todescription

Indira College of Pharmacy ©
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9.

of storage profiles on service catalogue).

Configure Resources

Configure Networking
Customize Hardware

Heady io Complete

Confligure Resources
Select vApp Template

Selectwhat Storage Policies this vApp's viflual machines will use when deployed.
Select Name and Location

Virtual Machine Storage Policy

Brents_Deskiop B WCC Standard Performance Local Backup Only | b |

Under Configure Networking provide a computer name and choose a network from
the drop down list. Click Next to continue.

Add vApp from Catalog

Select vapp Template
Select Name and Location

Configure Resources

Configure Netwarking

Customire Hardware

Ready (o Complates

Configure Networking

Select the netwarks fo which you want each virtual machine to connedt. You can configure addiional properties fors
complete this wizard.

Virtual Maching Computer Hame Hetworks

5 Brents_Desktop brent0f.vedusyste. = MIC 0 Eﬂ_vmnumrm lw| Static-IP Pool
1
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10. Under Customize Hardware provide the compute resources for VMs and click Next.
Add vApp from Catalog

Customize Hardware
Select vApp Template

Review the hardware of the virtual machine in this vapp.
Select Name and Location

Configure Resources
CPU

Configure Networking

Mumber of vitual CPUs: |1 v|
Customize Hardware —
|1

Cores per socket: - |

Number of sockets: 1
Memory

Hard Disks

Disk0: 256 ~|me [~
Disk 1: 32 j ee [~]

11. Review the summary and click Finish.
Add a new vApp from OVF:

1. Click on the My Cloud tab.
2. In the left pane select vApps.

3. Inthe right pane select the Add vApp from OVF button tp (located next to the green
plusicon).

4. Under Select Source choose an URL or click Browse to add your OVF package.
(You may receive a message that the Client Integration Plug-In needs to be installed.
Please install the plug-in before attempting to add a vApp from an OVF package.)

5. Review Details and click Next.

6. Select Name and Location. (You may only have one VDC for location) Click Next.

7. Configure Resources. Set Computer Name and Storage Policy.

8. Network Mapping: Confirm Destination and IP Allocation.

9. Custom Properties: Set Time Zone and custom network properties if necessary

(Leave blank for defaults).

s\stomize Hardware: Set compute requirements or leave as OVF packagedefault.
/ —"\Principal
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11. Ready to Complete: Review and click Finish.
Build a new vApp:

Click on the My Cloud tab.
In the left pane select vApps.

In the right pane select the Build New vApp button. E:
In the New vApp wizard, under Select Name and Location, perform the following
actions:
o Name: type in the name for the vApp
o Description: enter a brief description of the vApp
o Runtime lease: use the drop down menu to select the desired lease or leaveas
Never Expires
o Storage lease: use the drop down menu to select the desired lease or leaveas
Never Expires
5. Click Next.
6. Under Add Virtual Machines select the desired catalog from the Look in drop down
menu.
7. Select the virtual machine template you want to add and click the Add button.
8. Repeat the previous two steps to add any additional virtual machines that will makeup
the new vApp. When finished adding the virtual machines click Next.

Add Virtual Machines

PwWw NP

Sebect Hame and LoCcaton
toul can search the calabog Tor vk al machines to &dd 1o this wpp or acd 8 new, blank ¥

Agd Wirtual Machines riew Vi and inglall an operaling systern

Configure Resources

Lookin. [ Pubkc Cataiogs - o)
FVirtual & Hame Tk 03 Got

Ried Hat Enferprise Linux § G4bit Red Hat Enlerpiisa Linax 6 (B4-bil)

Windows 7 Entarpnse B4bH Micrasoft Windows 7 (64-01l)

Wendows 8.1 Enleénpriso Micrasolt Windows 8 (64-hit)

Windows Senved 2008 R2 Standard Miorogoft Windows Sener 2008 R2 (1

3 Add == Ramove

Hame o]

(1l

Windows Sener 2008 R2 Standard Microsoft Windows Senver 2003
Windows Senat 2008 R2 Standard Micragal Windows Senver 2003
Windows Seqver 2008 R2 Stangard Micresall Wendows Seaver 20408

& New Vittual Maching.
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9. Under Configure Resources, name each virtual machine and select its storage profile.
Click Next.

Hew vADpD

Configure Resources
Select Name and Location
Select what Storage Policies this wApp's virtual machines will use when deployed

Add Virtual Machines

Virtual Machine Storage Policy

—onfigure Virtusl Machines webl1 % |vEe Standard Performance Local Backup Ony L~

Ready 10 Complate appl - | VCC Standard Performance Local Backup Oniy L7

4l & i"."CIL‘. Higher Performance Local and Remote Backup | - |

10. Under Configure Virtual Machines, set the computer name and network settings for
each virtual machine. Select Static — IP Pool to automatically assign an IP to the VMor
Static — Manual to manually assign an IP to the VM. Click Next.

Virtual Machine Computer Hame Primary HIC HMetwork IP Assignment
h webdl WindowsSer-0 | % (4 NiC O 5 veetransportdd L | Static - P Pool fwl
51 app01 WindowsSenv1 | = (&) NG 4 vec--ransportd] > | Static- P Pool L=
i 4ol WindowsServ-2 % (4 NiC O (51, vee-t-transponl i x | | Statc - © Pool i= |

11. Configure Networking step should already be configured. Click Next.
12. Verify settings under Ready to Complete and click Finish.

— ___————'-‘—7
o rincipal
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Working with Virtual Machines
Resetting the Administrator/root password for a VM

The virtual machine needs to be Powered off in order for the Administrator/root password to
be changed.

Click on the My Cloud tab.
In the left pane, select vApps.
In the right pane, right click the vApp you want to configure and select Open.
Click the Virtual Machines tab to view all VMs associated with this vApp.
Right click on the virtualmachine you want to change the password for and select
Power Off.
6. Wait for the status to change to Powered Off and then right click on the virtual machine
and select Properties.
7. In the Virtual Machine Properties window click the Guest OS Customization tab.
Select the Enable guest customization checkbox.
9. Select the Allow local administrator password check box. You can either
o Auto generate the password for the administrator / root user
o Or Specify a password to use
10. Click OK to update the configuration.
11. Once the status of the virtual machine changes to Powered Off, right click on theVM
and select Power On and Force Re-customization.

ik wn e

0o

Modify Virtual Machine CPU and Memory Resources
You can modify the number of virtual CPUs and memory for a virtual machine.

You must power off the virtual machine before adding vCPUs or memory, unless the virtual
machine supports and has been enabled for memory hot add and virtual CPU hot add. These
options have been preconfigured for all images contained within the public catalogs (e.g. gold
images from the global catalog).

Note: these resources are going to be taken out of your virtual data center resource allotment.

1. Click on the My Cloud tab.
2. Inthe left pane select vApps.

—Principal
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7. Adjust the CPU and memory resources as required. Please see next section foradding
additional hard disk resources.
8. Click OK when finished.

Enable VM CPU Hot Add and Memory Hot Add

These options are enabled by default on all UBC IT provided images (e.g. the ones located in the
gold images public catalog).

Hot-add options allow you to add additional CPU and memory resources to a virtual machine
that is powered on. This feature is only supported on certain guest operating systems and
virtual machine hardware versions. The virtual machine must be powered off to modify some
general properties. CPU hot plug support

1. Click on the My Cloud tab.

2. Inthe left pane, select vApps.

3. Inthe right pane, right click the vApp you want to configure and select Open.

4. Click the Virtual Machines tab to view all VMs associated with this vApp.

5. Right click on the virtual machine you want to change the resources for and select
Properties.

6. Select the General tab.

7. Select the Virtual CPU hot add checkbox.

8. Select the Memory hot add checkbox.

Add a Virtual Machine Hard Disk

You can add additional hard disks to a virtual machine. Depending on the guest operating
system, the virtual machine may remain powered on to add an additional disk.

Click on the My Cloud tab.

In the left pane, select vApps.

In the right pane, right click the vApp you want to configure and selectOpen.
Click the Virtual Machines tab to view all VMs associated with this vApp.

Right click on the virtual machine you want to change the resources for and select
Properties.

6. Select the Hardware tab.

7. Inthe Hard Disks section, click the Add button to add an additional disk.

R the disk size.

guirements. \Lr//_—y
— rincipal
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10. The remaining options should stay as default. Changing these options willresult in
operational issues with the virtual machine.
11. Click OK when done.

Note: Make sure you double-check before you delete a disk. Before removing a disk, ensure
that you’re deleting the correct disk. EduCloud Server allows you to modify the system disk,
which includes deletion. The removal of the system disk will render the VM inoperative.

After adding the new disk(s), use the guest operating system tools to partition and format the
new disk.

You can edit or remove a hard disk using the same procedure. Some guest operating systems
may allow you to edit (grow) disks while powered on. Other actions, including shrinking and
removing disks require the virtual machine to be powered off.

VM Console

Please note that you have to enable browser pop-ups to be able to open up a virtual machine
console.

Click on the My Cloud tab.

In the left pane, select vApps.

In the right pane, right click the vApp you want to configure and select Open.

Click the Virtual Machines tab to view all VMs associated with this vApp.

If the VM is not powered on, right click on it and select Power On.

Once the status of the VM changes to Powered On, right click on it and select Popout
Console.

ok wnNE

You may see the following the first time the VM is powered on as the EduCloud Server applies
the customization changes, such as setting the password:
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) vApp_example - Windows2008R2Ent-64 - Mozilla Firefox

! B httos:leducioud.ubc.cafdoud NMRGConsale.hitml |

Windows2008R2Ent-64 pUIEE | & | 2

Setup is applying system settings

1) wApp_example - Windows2008R2Ent-64 - Mocilla Firefox

| B bt ffecudioud.ubcca fcloud MRG Console il ]

Windows2008R2Ent-64

Press CTRL + ALT + DELETE to Iog on

For Windows, you will need to click on the keyboard icon in the top right of the window = to

simulate the CTRL+ALT+DEL so you can enter the username and password.

If the password does not work the guest customization may not have finished yet.

— z
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Mount a Local CD/DVD

You can pass-through access to a local CD/DVD once the VM is powered on and you are viewing
the VM Console. To do a pass-through to local CD/DVD:

Click on the My Cloud tab.

In the left pane, select vApps.

In the right pane, right click the vApp you want to configure and select Open.

Click the Virtual Machines tab.

Right click on the virtual machine you want to attach the local CD/DVD to andselect

Popout Console.

6. Inthe VM console window, click on the CD/DVD icon on the top right of the VM console
window.

7. Review the warnings and select your local CD/DVD to mount it to the VM.

8. Loginto the operating system in the VM console and (for Windows) navigateto

Windows Explorer or (for RedHat) mount the CD/DVD.

A

Affinity Rules

Support has been added for creation of affinity and anti-affinity rules for virtual machines. You
can use the vCloud Director Web Console or the vCloud API to create affinity rules that allow
you to spread a group of virtual machines across different hosts or keep a group of virtual
machines on a particular host.

View Affinity Rules

You can view existing affinity and anti-affinity rules and their properties including rules, status,
and applicable virtual machines of each rule.

1. Click My Cloud.
2. Click VMs in the left pane and click the Affinity Rules tab.

Add an Affinity Rule

1. Click My Cloud.
2. Click VMs in the left pane and click the Affinity Rules tab.
3. In the Affinity Rules section, click the New Rule button.
pRule Name for the new affinity rule.
Type a virtual machine name or partial virtual machine name and clickthe

W button to filter the Virtual Machines list.  irtual Maching Name ¢
tual machine to add to the affinity rule and cIickAdd\L\T—’//_V
— \Principal
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7.
8.
9.

Repeat this step to add additional virtual machines to therule.
(Optional) Deselect Enabled to create the rule without enablingit.
Click OK to create the new rule.

Add Anti-Affinity Rule

vk wnN e

L oo N

Click My Cloud.

Click VMs in the left pane and click the Affinity Rules tab.

In the Anti-Affinity Rules section, click the New Rule button.

Type a Rule Name for the new affinity rule.

(Optional) Type a virtual machine name or partial virtual machine name and clickthe
blue arrow button to filter the Virtual Machines list. ‘irtusl Machins Name ¢
Select a virtual machine to add to the affinity rule and click Add.

Repeat this step to add additional virtual machines to therule.

(Optional) Deselect Enabled to create the rule without enablingit.

Click OK to create the new rule.

Edit Affinity or Anti Affinity Rule

vk wnN e

Click My Cloud.

Click VMs in the left pane and click the Affinity Rules tab.

Right click the rule to modify, and select Edit Rule.

(Optional) Type a new Rule Name to rename therule.

(Optional) Select a virtual machine from the top Virtual Machines list and click Add to
add the selected virtual machine to the rule. Repeat this step to add multiple virtual
machines.

(Optional) Select a virtual machine from the bottom Virtual Machines list and click
Remove to remove the selected virtual machine from the rule. Repeat this step to
remove multiple virtual machines.

(Optional) Select Enabled to enable the rule or deselect Enable to disable therule.
Click OK to apply the changes to therule.

Delete an Affinity or Anti-Affinity Rule

1.
2.
3.

Click My Cloud.
Click VMs in the left pane and click the Affinity Rules tab.
Right-click the rule and select Delete Rule.
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Adding Additional VMs to a VApp

You can add additional VMs to a vApp by searching your catalogs for virtual machines to add or
add new, blank virtual machines, as follows:

Click on the My Cloud tab.

In the left pane, select vApps.

In the right pane, right click the vApp you want to configure and selectOpen.
Click the Virtual Machines tab.

Click the Add VM button. ¥
The new virtual machine wizard will start.
Click Finish.

Nowu ks wNpRE

Adding a Virtual Machine that is not in a Catalog

You can add a virtual machine to a vApp that is not currently in a catalog. To do this create a
new (blank) virtual machine, attach an ISO image to it, power it on, and install the operating
system.

Create a New Virtual Machine

Click on the My Cloud tab.

In the left pane, select vApps.

In the right pane, right click the vApp you want to configure and selectOpen.
Click the Virtual Machines tab.

Click the Add VM button. ¥
New Virtual Machine wizard will start. Click on the New Virtual Machine buttonto

sk MNew Virtual Machine...

oukrwWwNE

create a new blank VM.

7. Name the virtual machine. Set its host name and description.

Set Virtual hardware version to 10.

9. Set the operating system family and operating system type. Please note that not all
listed operating systems are supported (e.g. Apple OS is listed, however is not supported
and will not run).

10. Set the number of CPUs, memory and disk size requirements. Note: these amounts will
be subtracted from your vDC resource allotment.

11. Set Bus type to LSI Logic Parallel (SCSI).

12. Click OK to create the new virtual machine. Please note that you still have to install the

%

he steps as outlined previously to configure the new VM resources and
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Install a Custom Guest Operating System

With a guest OS you can manage virtual machines that are based on the available operating
systems. The appropriate guest operating system ISO file must be in your catalog.

Click on the My Cloud tab.

In the left pane, select vApps.

In the right pane, right click the vApp you want to configure and selectOpen.

Click the Virtual Machines tab.

Right click the blank virtual machine you created in previous step and select Insert

CD/DVD from Catalog.

6. Select the appropriate media file from the catalog and click Insert. See thefollowing
How to upload ISO section if your media file is not available in the catalog.

7. Power on the virtual machine by right clicking on it and selecting Power On. Pop out the
console and watch the boot screen to select boot order in order to boot from the ISO
image and start the installer.

8. Follow the instructions to install the guest operatingsystem.

ik wn e

How to upload an ISO

1. Click on the Catalogs tab.

In the left pane, select My Organization’s Catalogs.

3. Inthe right pane, Click on Catalogs tab and right click your organizations catalog and
click Open.
Select the Media & Other tab.

5. Click the Upload button i (Drive with Green arrow on it).

N

| Upload Media @ | =]

Selact the 150 or FLP media file

Java Runfime Environment (JRE) 1.6 oriater 15 required for uptoad. install the |atest version of F-'fE

Uplaad Cancel
= rincipai
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Note: You need to have JRE 1.6 or later installed and running to use the file uploader
feature.

6. Select the media to upload and its name.
7. Click Upload.

User and Group Management

General

The user and group management section can be found in the Administration tab. You need to
be an organization administrator to view this section. You can manage the roles and rights that
users and groups have in your organization.

3} Home | & My Cloud | [ Catalogs | &2 Administration

1. Click Administration.
2. Inthe left pane, select Members > Users or Members > Groups.
3. Right click the user or group and select Properties.
4. Make the necessary changes and click OK.
UBC

Users with an active CWL account can be added as follows:

Add Users
1. Click Administration.
2. Inthe left pane, select Members > Users.
3. Atthe top of the user list, click the Import Usersicon -]
4. Search for the user's CWL username.
5. Select the user from the resulting list and click Add.
6. Assign the appropriate role for the user.
7. Click OK.
Add Groups

_,»,\\ inistration.

Ak

silipane, select Members > Groups.
3-/ of the Groups list, click the Import Groups icon g \L\r——//v
— \Principal
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Click OK.

BCNET

Search for the Group you want to add.
Select the group from the list and click Add.
Assign the appropriate role for the group.

Users without a CWL account can be added as follows:

In the left pane, select Members > Users.

At the top of the user list, click the New Usericon +
Create the user's Credentials, choose the Role, fill in the Contact Info, and selecta

Add Users
1. Click Administration.
2.
3.
4,
Quota
5. Click OK.

Roles

Administrator — Limited:

Catalog Author:
Console Access Only:

Defer to Identity Provider:

Organization Administrator:

vApp Administrator:

Console access

Power on/off VM

Manage snapshots

Edit VM properties

Manage VM password settings
Share a vApp

Start / Stop / Suspend / Reset a vApp
View VM metrics

Rights to create and publish new catalogs
Rights to view VM state and properties. Can use the guest OS

Rights will be determined based on information from Identity
Provider

Rights for administering an organization

Rights to use catalogs, create vApps, edit VM propertiesand
power on/off VMs

Rights to use catalogs and create vApps

Rights to use vApps created by others \Lr//‘v
—Principal
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VMware Tools and open-vm-tools

VMware Tools

VMware Tools are the official, commercial versions of the guest system utilities from VMware
and consist of a suite of virtualization utilities that improves the functionality, administration,
and management of virtual machines within a VMware environment.

VMware tools enables features such as shared folders and cut and paste operations between
the guest operating system and the machine from which you launch the vCloud Director Web
console.

Install on a Windows Guest

Click My Cloud

In the left pane, click VMs

Select a virtual machine, right click, and select Install VMware Tools
Follow the prompts in the guest OS to complete the installationwizard
Click Finish

Restart the virtual machine

oOukwNe

Install on a Linux Guest

1. Click My Cloud
2. Inthe left pane, click VMs
3. Right click on the virtual machine and select Install VMware Tools, this will mount the
VMware Tools installer ISO.
4. Select a Linux virtual machine, right click, and select Popout Console
5. Inthe guest OS, start the RPMinstaller
a. Double click the VMware Tools CD icon on your desktop and double click the
RPM installer in the root of the CD-ROM
b. Double click the RPM installer in the file managerwindow
6. Type the root password and click OK
7. Click Continue when the package is ready
a. When VMware tools is installed, no confirmation or Finish buttonappears.
8. At aterminal console, as root, run the vmware-config-tools.pl script to configure
VMware Tools

VMware Tools control panel, enter vmware-toolbc)vfr__//‘—y
—Principal
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Open-vm-tools

Open-vm-tools is the open source implementation of VMware Tools. The primary purpose for
open-vm-tools is to enable operating system vendors and/or communities and virtual appliance
vendors to bundle VMware Tools into their product releases.

VMware recommends using open-vm-tools redistributed by operating system vendors.
Open-vm-tools is available with these operating systems:

e Fedora 19 and later releases

e Debian 7.x and later releases

e 0penSUSE 11.x and later releases

e Recent Ubuntu releases (12.04 LTS, 13.10 and later)
e Red Hat Enterprise Linux 7.0 and later releases

e CentOS 7 and later releases

e Oracle Linux 7 and later releases

e SUSE Linux Enterprise 12 and later releases

VMware Tools or open-vm-tools is already pre-installed on all EduCloud Server Public Catalog
templates. For instructions on installing VMware Tools or open-vm-tools for a VM not deployed
from one of the Public Catalog templates, please check
http://partnerweb.vmware.com/GOSIG/home.html

Configuring for Trend Micro

EduCloud Server provides advanced server security through Trend Micro Deep Security. Deep
Security offers the following features:

e Anti-malware
¢ Web Reputation

Windows Systems

Windows systems in EduCloud Server are automatically protected when deployed from one of
the Public Catalog templates.

If you would like to add protection to your own Windows templates, please install the Guest
Introspection Driver component of VMware Tools (not installed by default).
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USE Mouse Driver

SVGA Driver

Audio Driver

WMXMet3 MIC Driver

Volume Shadow Copy Services .

=3 =| YMCI Driver '

]
(— - % _~| Shared Folders '

< m >

An in-guest agent is not required, but you can download and install an optional notify agent
from here.

Linux Systems
Installing the Red Hat Linux Agent

Note: You must be logged on as “root” to install the Deep Security Agent. Alternatively, you can
use “sudo”.

1. Download the installation file from
http://downloadcenter.trendmicro.com/index.php?regs=NABU&clk=latest&clkval=4696
&lang loc=1 to the target machine.

2. Use “yum install ” to install the ds_agent package:
# yum install <package name>
Preparing.. ###H#HHHHHHHE R [100%]
1:ds_agent ##HHHHHEHEEEEE A [100% ]
Loading ds_filter_im module version ELx.x [ OK ]
Starting ds_agent: [ OK ]

3. The Deep Security Agent will start automatically uponinstallation.

Installing the Ubuntu Agent

1. Toinstall on Ubuntu, copy the installation file to the target machine anduse the
following command:

sudo dpkg -1 <driver_deb_pkg>

2. Where <driver_deb_pkg> is the Debian package with the driver that was builtand
placed in the <DS>/src/dsa/agent/deb/ directory.

Starting, stopping and, resetting the Agent on Linux:

/etc/ iy’ d/ds_filter stop o rl[\(:l;)ill

/ Indira College of Phasmacy
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e Toreset the Agent:
/etc/init.d/ds_agent reset

e Torestart the Agent:
/etc/init.d/ds_agent restart

Snapshots

You can only create a single snapshot of a VM. This can be done either on a vApp level or a VM
level. For example, you can snapshot all the VMs contained within a vApp by creating a vApp
snapshot. Any subsequent VM snapshots will replace the previous snapshot (taken either on
the vApp or VM level).

Snapshots should not be kept for longer than a week. The snapshot file will continue to grow as
it ages. This may cause the snapshot storage location to run out of space, reduced system
performance, and problems with regular backups.

vApp snapshot

Click on the My Cloud tab.

In the left pane, select vApps.

In the right pane, right click the vApp you want to snapshot and select Create Snapshot.
A window will pop up with a warning that previous snapshots will be replaced. Click OK
to proceed.

HwnN e

Create Snapshot @ =

Create VApp Snapshot?
This will replace any existing snapshots for the VIS in this vapp

Q"'j Snapshotthe memory of the virtual machines
[ Duiesce guest file systems (Requires VMware laols installad)

oK. || cancal

This may take some time depending on how many VMs are contained in the vApp, their size
and whether they are powered on.

VM snapshot

afffpane, select VMs.
Elit pane, right click the VM you want to snapshot and s reateSnapshot.
> Principal
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4. Click OK button to create the snapshot.
Revert a Virtual Machine to a Snapshot

You can revert a virtual machine to the state it was in when the snapshot was created. This can
be done multiple times until the snapshot is deleted.

Verify that the virtual machine has a snapshot by right clicking on the VM. Revert to snapshot
option should not be greyed out.

Click on the My Cloud tab.

In the left pane, select VMs.

Right-click the virtual machine you want to revert and select Revert to Snapshot.
Click Yes.

PwnNE

Remove a Snapshot for vApp

1. Click on the My Cloud tab.

In the left pane, select vApps.

3. Inthe right pane, right click the vApp you want to snapshot and select Remove
Snapshot.

4. A window will pop up with a warning that snapshots for all VMs within the vApp will be
deleted. Click OK to proceed.

N

Remove a Snapshot for a single VM

1. Click on the My Cloud tab.

2. Inthe left pane, select VMs.

3. Inthe right pane, right click the VM you want to delete the snapshot forRemove
Snapshot.

4. Click Yes.
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Appendix

EduCloud Server Roles

EduCloud Server includes predefined roles. Each of these roles includes a set of default rights.
System Administrator

The system administrator has super-user rights for the entire system. System administrator
credentials are established during installation and configuration. A system administrator can
create additional system administrator accounts. All system administrators are members of the
system organization. You cannot modify the rights associated with this role.

Organization Roles

After creating an organization, a system administrator can assign the role of organization
administrator to any user in the organization. An organization administrator has super-user

rights within that organization, and can assign any of the predefined roles to the organization's
users and groups.

Organization An organization administrator can assign the role of organization

Administrator administrator to any member of an organization.

Catalog Author The rights associated with the catalog author role allow a user to create
and publish catalogs.

vApp Author The rights associated with the vApp Author role allow a user to use
catalogs and create vApps.

vApp User The rights associated with the vApp User role allow a user to use existing
VAppS.

Console Access Only The rights associated with the Console Access Only role allow a user to
view virtual machine state and properties and to use the guest OS.

Each predefined role includes a set of default rights. If an organization administrator modifies
the set of rights associated with a predefined role, those modifications apply only in the context
of that organization. If a system administrator modifies the set of rights associated with a
predefined role, those modifications apply to all organizations in the system.

You classify rights according to the objects to which they apply.
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Rights Associated With Catalogs
Console
| A A
Description Admin Catalog | vApp |VApp Access
Author | Author | User
Only
Catalog: Add vApp Permission to add a vApp
X X X
from My Cloud to a catalog from My Cloud.
Catalog: Change Permission to change the X
Owner owner of a catalog.
Catalog: VCSP Publish | &rmission to publish and
Subscribe subscribe to catalogs using X X X
\VCSP.
Catalog: Enable a vApp|Permission to enable a
template or media vApp template or media X X
item for download item to be downloaded.
Catalog: Create or Permission to create and
X X
Delete a Catalog delete catalogs
Catalog: Edit Permission to edit catalog X X
Properties properties.
Catalog: Publish Permission to publish X X
catalogs.
. Permission to share
Catalog: Sharing X X
catalogs.
Catalog: View Private P(:i:/r:tis;rc]itsc;::reevc\:ll o X X X
and Shared Catalogs P
catalogs.
Catalog: View Permission to view X
Published Catalogs published catalogs.
Rights Associated with Independent Disks
Rights Associated With Independent Disks
— Catalog | vApp | vApp | Console
D A
escription dmin Author | Author | User |Access Only
Disk: Change [|Permission to change the X X
Owner owner of an independent disk.
. Permission to create
Disk: Create independent disks. X X X
Permission to delete
Yndependent disks. X X X
fPRrmission to edit the
bperties of an independent X X X\uk —2
K. ) \\..:.. Hp |
' rncipaa
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Permission to view the

Disk: VIE.!W properties of an independent X X X X
Properties .
disk.
Rights Associated with vApp Templates and Media
Rights Associated With vApp Templates and Media
Console
- . | Catalog | vApp |VApp
Description Admin Author | Author | User Access
Only
vApp Template or |Permission to create and
Media: Create or upload vApp templates and| X X
Upload media files.
vApp Template or |Permission to edit vApp X X
Media: Edit templates and media files.
vApp Template or |Permission to view vApp X X X X
Media: View templates and media files.
vApp Template: .
Checkout (dd to [ cTmissionto addvapp |y 1y |y
My Cloud) P Y '
Rights Associated with vApps
Rights Associated With vApps
L. . | Catalog | vApp | vApp | Console
D t Ad
escription min Author | Author | User |Access Only
vApp: Change Permission to change the X
Owner owner of a vApp.
vApp: Copy Permission to copy a vVApp. X X X X
vApp: Create or Permission to create and
. . X X X
Reconfigure reconfigure vApps.
VApp: Delete Permission to delete a X X X X
VApp.
VApp: Ef:llt Perm|ss.|on to edit a vApp's X X X X
Properties properties.
. Permission to edit virtual
vApp: Edit VM CPU machine CPUs X X X
Perm|_55|on to e<.j|t virtual X X X
machine hard disks.
;e;:}:;s;or:;:)nzflt virtual X X \X
Y. —
—Principal
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P issi t it virtual
VApp: Edit VM ermission to edit virtua

machine network X X X X
Network . .
configuration.
vApp: Edit VM Permission to edit virtual
. . . X X X X
Properties machine properties.

vApp: Manage VM [Permission to edit virtual

. . . X X X X X
Password Settings |machine password settings.
VApp: Power Permission to power vApps
. X X X X
Operations on and off.
vApp: Sharing Permission to share vApps. X X X X
/Abb: Snapshot Permission to take and
Pp: Snap delete virtual machine X X X X
Operations
snapshots.
P ission t th
vApp: Use Console ermission to use the X X X X X

virtual machine console.

Administrative Rights

All of these rights are granted to the system administrator throughout the system, and to an
organization administrator within the organization. These rights are not granted to any other
predefined role.

Other Administrative Rights
Console
.. . | Catalo vA vA
Description Admin g PP PP Access
Author | Author | User
Only
General: .
. Permission to use all

Administrator . . X

administrator privileges.
Control
General: Permission to view EduCloud

.. . .. X
Administrator View |Server as an administrator.
General: Send Permission to send EduCloud X
Notification Server user notifications.
. Permission to view users and

Group or User: View X

groups.
Organization Permission to edit the
Network: Edit properties of organization X
Properties networks.

Permission to view the

properties of organization X

networks. \

\L{T"/ “
—Principal
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Organization VDC
Gateway: Configure
Services

Permission to configure
gateway services.

Organization VDC
Network: Edit
Properties

Permission to edit the
properties of an organization
virtual data center network

Organization VDC
Network: View
Properties

Permission to view the
properties of an organization
virtual data center network.

Organization VDC
Storage Policy: Set
Default

Permission to set the default
storage policy for an
organization virtual data
center.

Organization VDC:
View

Permission to view
organization virtual data
centers.

Organization: Edit
Federation Settings

Permission to edit an
organization's federation
settings.

Organization: Edit
Leases Policy

Permission to edit an
organization's leases policy.

Organization: Edit
Password Policy

Permission to edit an
organization's password

policy.

Organization: Edit
Properties

Permission to edit
organization properties.

Organization: Edit
Quotas Policy

Permission to edit an
organization's quotas policy.

Organization: Edit
SMTP Settings

Permission to edit an

organization's SMTP settings.

Organization: View

Permission to view
organizations.
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Links
Console Plugins

Windows

Google Chrome: http://vsphereclient.vmware.com/vsphereclient/3/6/3/5/3/4/1/VMware-
ClientIntegrationPlugin-5.6.0.exe

Other browsers: http://vsphereclient.vmware.com/vsphereclient/3/8/6/3/8/4/6/VMware-
ClientIntegrationPlugin-6.2.0.exe

Mac OS X

Google Chrome: http://vsphereclient.vmware.com/vsphereclient/3/6/3/5/3/4/1/VMware-
ClientIntegrationPlugin-5.6.0.mac64.dmg

Other browsers: http://vsphereclient.vmware.com/vsphereclient/3/8/6/3/8/4/6/VMware-
ClientIntegrationPlugin-6.2.0.mac64.dmg

Linux

http://vsphereclient.vmware.com/vsphereclient/3/8/6/3/8/4/6/VMware-
ClientintegrationPlugin-6.2.0.x86 64.bundle
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