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Getting Started with EduCloud Server 

Log In to the Web Interface 
 

You can access the EduCloud Server user interface by using a web browser. 

For a list of supported browsers, see the [FAQ Section]. 

Note: You must have an account in order to access the EduCloud Server service. This account 

was specified when you initially ordered the EduCloud Server service. 

 

1. Open a Web browser and navigate to: 

https://bcnet.educloud.ubc.ca/cloud/org/<OrganizationCode>.      The 

<OrganizationCode> will be provided to you by email from the EduCloud Server 

administrator during the onboarding process. For example, the University of British 

Columbia IT department would have an access URL similar to: 

https://bcnet.educloud.ubc.ca/cloud/org/ubc-it/. 
 

If you’ve forgotten your account information or department code, please contact us at 

http://web.it.ubc.ca/forms/systems. 
 

2. Type the user name and password provided during onboarding and click Login. 

 

Once you are logged into the EduCloud Server you will be presented with the EduCloud Server 

portal home page, similar to the screenshot below. 
 

 

Available Tabs: 
 

 Home - quick access to vApps created within your organization. 

 My Cloud - work with existing or create new vApps and VMs. 

 Catalogs - browse existing or create new catalogs of vApp templates. 

 Administration - change virtual datacenter properties, view available vApps and 

templates, set policies and create users. 
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My Cloud 

 

Quick Access Shortcuts: 

 

 Add vApp from Catalog - Create a new vApp using a vApp template from the existing 

public Catalog. 

 Add vApp from OVF - Create a new vApp from an OVF file. 

 Build New vApp - Build a new vApp where you can pick and choose the VMs you 

would like to have in your new vApp. 

 

Catalogs 

 

A catalog is a container for vApp templates and media files in an organization. The public 

catalog contains pre-built operating system gold images, from which you can build vApps. 

 

Public Catalogs 

 

1. In the EduCloud Server console, click Catalogs tab. 

2. In the left pane, select Public Catalogs. 

3. In the right pane, select vApp Templates tab. 

4. You will now see a list of all available vApp Templates that are published by UBC IT. 
 

 

My Organization’s Catalogs 

 

You can also create your own catalog and publish it to the users of your organization. Once you 

create a catalog you can add vApp templates and media (e.g. ISO images) to share with the 

users of your organization. 

 

1. In the EduCloud Server console, click Catalogs tab. 
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2. In the left pane, select My Organization’s Catalogs. 

3. In the right pane, select Catalogs tab. You will see the current available default catalog 

created for your organization. 

4. To add a new catalog, click on the Add Catalog icon.  

5. Select a name and description for your new catalog and click Next. 

6. Under Add Storage select whether you want to store items in this catalog on a specific 

storage tier. Otherwise leave on “Use any storage available in the organization”. 

7. Under Share this Catalog, select “Add Members”. 

8. You can choose to share the catalog with Everyone in the organization or Specific users 

and groups. 

9. Under Access level, select the appropriate privileges that the users should have for the 

catalog. Click Next. 

10. Review the catalog settings and click Finish to create the new catalog. 

 

Working with vApps 

A vApp is a collection of one or more virtual machines. From a management perspective, a 

multi-tiered vApp acts a lot like a virtual machine object. 

You can create a new vApp based on a vApp template stored in one of the Public Catalogs (e.g. 

Gold Images) that you have access to, or in your organization’s catalogs under My 

Organization’s Catalogs. You can also create your own vApp templates. 
 

 

To add an existing vApp from a catalog (public or private): 

 

1. Log into EduCloud Server web console and click the My Cloud tab. 

2. In the left pane, select vApps. 

3. In the right pane click the green plus icon  (Add vApp from Catalog) 

4. When the “Add vApp from Catalog” wizard starts select the appropriate catalog 

from the Look in drop down list. If this is your first vApp select Public Catalogs. 

5. Click All Templates tab. 
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6. Select a vApp template and click Next. 

 

7. Under Name this vApp Type a name and description for the vApp and click Next. 

 

8. Under Configure Resources type a name for each virtual machine in the list and 

select their storage profile for the virtual machine and click Next (link to description 
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of storage profiles on service catalogue). 

 

9. Under Configure Networking provide a computer name and choose a network from 

the drop down list. Click Next to continue. 
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10. Under Customize Hardware provide the compute resources for VMs and click Next. 

 

11. Review the summary and click Finish. 

 

Add a new vApp from OVF: 

 

1. Click on the My Cloud tab. 

2. In the left pane select vApps. 

3. In the right pane select the Add vApp from OVF button (located next to the green 

plus icon). 

4. Under Select Source choose an URL or click Browse to add your OVF package. 

(You may receive a message that the Client Integration Plug-In needs to be installed. 

Please install the plug-in before attempting to add a vApp from an OVF package.) 

5. Review Details and click Next. 

6. Select Name and Location. (You may only have one VDC for location) Click Next. 

7. Configure Resources. Set Computer Name and Storage Policy. 

8. Network Mapping: Confirm Destination and IP Allocation. 

9. Custom Properties: Set Time Zone and custom network properties if necessary 

(Leave blank for defaults). 

10. Customize Hardware: Set compute requirements or leave as OVF package default. 
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11. Ready to Complete: Review and click Finish. 

 

Build a new vApp: 

 

1. Click on the My Cloud tab. 

2. In the left pane select vApps. 

3. In the right pane select the Build New vApp button. 

4. In the New vApp wizard, under Select Name and Location, perform the following 

actions: 

o Name: type in the name for the vApp 

o Description: enter a brief description of the vApp 

o Runtime lease: use the drop down menu to select the desired lease or leave as 

Never Expires 

o Storage lease: use the drop down menu to select the desired lease or leave as 

Never Expires 

5. Click Next. 

6. Under Add Virtual Machines select the desired catalog from the Look in drop down 

menu. 

7. Select the virtual machine template you want to add and click the Add button. 

8. Repeat the previous two steps to add any additional virtual machines that will make up 

the new vApp. When finished adding the virtual machines click Next. 
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9. Under Configure Resources, name each virtual machine and select its storage profile. 

Click Next. 

 

10. Under Configure Virtual Machines, set the computer name and network settings for 

each virtual machine. Select Static – IP Pool to automatically assign an IP to the VM or 

Static – Manual to manually assign an IP to the VM. Click Next. 

 

11. Configure Networking step should already be configured. Click Next. 

12. Verify settings under Ready to Complete and click Finish. 
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Working with Virtual Machines 

Resetting the Administrator/root password for a VM 

 

The virtual machine needs to be Powered off in order for the Administrator/root password to 

be changed. 

 

1. Click on the My Cloud tab. 

2. In the left pane, select vApps. 

3. In the right pane, right click the vApp you want to configure and select Open. 

4. Click the Virtual Machines tab to view all VMs associated with this vApp. 

5. Right click on the virtual machine you want to change the password for and select 

Power Off. 

6. Wait for the status to change to Powered Off and then right click on the virtual machine 

and select Properties. 

7. In the Virtual Machine Properties window click the Guest OS Customization tab. 

8. Select the Enable guest customization checkbox. 

9. Select the Allow local administrator password check box. You can either 

o Auto generate the password for the administrator / root user 

o Or Specify a password to use 

10. Click OK to update the configuration. 

11. Once the status of the virtual machine changes to Powered Off, right click on the VM 

and select Power On and Force Re-customization. 

 

 

 

Modify Virtual Machine CPU and Memory Resources 

 

You can modify the number of virtual CPUs and memory for a virtual machine. 

 

You must power off the virtual machine before adding vCPUs or memory, unless the virtual 

machine supports and has been enabled for memory hot add and virtual CPU hot add. These 

options have been preconfigured for all images contained within the public catalogs (e.g. gold 

images from the global catalog). 

 

Note: these resources are going to be taken out of your virtual data center resource allotment. 

 

1. Click on the My Cloud tab. 

2. In the left pane select vApps. 

3. In the right pane right-click the vApp you want to configure and select Open. 

4. Click the Virtual Machines tab to view all VMs associated with this vApp. 

5. Right click on the virtual machine you want to change the resources for and select 

Properties. 

6. Select the Hardware tab. 
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7. Adjust the CPU and memory resources as required. Please see next section for adding 

additional hard disk resources. 

8. Click OK when finished. 

 

Enable VM CPU Hot Add and Memory Hot Add 

 

These options are enabled by default on all UBC IT provided images (e.g. the ones located in the 

gold images public catalog). 

 

Hot-add options allow you to add additional CPU and memory resources to a virtual machine 

that is powered on. This feature is only supported on certain guest operating systems and 

virtual machine hardware versions. The virtual machine must be powered off to modify some 

general properties. CPU hot plug support 
 

1. Click on the My Cloud tab. 

2. In the left pane, select vApps. 

3. In the right pane, right click the vApp you want to configure and select Open. 

4. Click the Virtual Machines tab to view all VMs associated with this vApp. 

5. Right click on the virtual machine you want to change the resources for and select 

Properties. 

6. Select the General tab. 

7. Select the Virtual CPU hot add checkbox. 

8. Select the Memory hot add checkbox. 

 

 

 

Add a Virtual Machine Hard Disk 

 

You can add additional hard disks to a virtual machine. Depending on the guest operating 

system, the virtual machine may remain powered on to add an additional disk. 

 

1. Click on the My Cloud tab. 

2. In the left pane, select vApps. 

3. In the right pane, right click the vApp you want to configure and select Open. 

4. Click the Virtual Machines tab to view all VMs associated with this vApp. 

5. Right click on the virtual machine you want to change the resources for and select 

Properties. 

6. Select the Hardware tab. 

7. In the Hard Disks section, click the Add button to add an additional disk. 

8. Select the disk size. 

9. Select the storage policy for the hard disk. 

a. A different policy can be selected for each hard disk, depending on 

requirements. 
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10. The remaining options should stay as default. Changing these options will result in 

operational issues with the virtual machine. 

11. Click OK when done. 

 

Note: Make sure you double-check before you delete a disk. Before removing a disk, ensure 

that you’re deleting the correct disk. EduCloud Server allows you to modify the system disk, 

which includes deletion. The removal of the system disk will render the VM inoperative. 

 

After adding the new disk(s), use the guest operating system tools to partition and format the 

new disk. 

 

You can edit or remove a hard disk using the same procedure. Some guest operating systems 

may allow you to edit (grow) disks while powered on. Other actions, including shrinking and 

removing disks require the virtual machine to be powered off. 

 

VM Console 
 

Please note that you have to enable browser pop-ups to be able to open up a virtual machine 

console. 

 

1. Click on the My Cloud tab. 

2. In the left pane, select vApps. 

3. In the right pane, right click the vApp you want to configure and select Open. 

4. Click the Virtual Machines tab to view all VMs associated with this vApp. 

5. If the VM is not powered on, right click on it and select Power On. 

6. Once the status of the VM changes to Powered On, right click on it and select Popout 

Console. 

 

You may see the following the first time the VM is powered on as the EduCloud Server applies 

the customization changes, such as setting the password: 
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Once completed you will see the operating system logon prompt: 
 

 
For Windows, you will need to click on the keyboard icon in the top right of the window to 

simulate the CTRL+ALT+DEL so you can enter the username and password. 

 

If the password does not work the guest customization may not have finished yet. 

 

Note: You may be asked to change the administrator password if this is the first time you are 

logging in to the virtual machine. 
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Mount a Local CD/DVD 
 

You can pass-through access to a local CD/DVD once the VM is powered on and you are viewing 

the VM Console. To do a pass-through to local CD/DVD: 

 

1. Click on the My Cloud tab. 

2. In the left pane, select vApps. 

3. In the right pane, right click the vApp you want to configure and select Open. 

4. Click the Virtual Machines tab. 

5. Right click on the virtual machine you want to attach the local CD/DVD to and select 

Popout Console. 

6. In the VM console window, click on the CD/DVD icon on the top right of the VM console 

window. 

7. Review the warnings and select your local CD/DVD to mount it to the VM. 

8. Log into the operating system in the VM console and (for Windows) navigate to 

Windows Explorer or (for RedHat) mount the CD/DVD. 

 

 

 

Affinity Rules 
 

Support has been added for creation of affinity and anti-affinity rules for virtual machines. You 

can use the vCloud Director Web Console or the vCloud API to create affinity rules that allow 

you to spread a group of virtual machines across different hosts or keep a group of virtual 

machines on a particular host. 

 

View Affinity Rules 

 

You can view existing affinity and anti-affinity rules and their properties including rules, status, 

and applicable virtual machines of each rule. 

1. Click My Cloud. 

2. Click VMs in the left pane and click the Affinity Rules tab. 

 

Add an Affinity Rule 

 

1. Click My Cloud. 

2. Click VMs in the left pane and click the Affinity Rules tab. 

3. In the Affinity Rules section, click the New Rule button. 

4. Type a Rule Name for the new affinity rule. 

5. (Optional) Type a virtual machine name or partial virtual machine name and click the 

blue arrow button to filter the Virtual Machines list. 

6. Select a virtual machine to add to the affinity rule and click Add. 
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7. Repeat this step to add additional virtual machines to the rule. 

8. (Optional) Deselect Enabled to create the rule without enabling it. 

9. Click OK to create the new rule. 

 

Add Anti-Affinity Rule 

 

1. Click My Cloud. 

2. Click VMs in the left pane and click the Affinity Rules tab. 

3. In the Anti-Affinity Rules section, click the New Rule button. 

4. Type a Rule Name for the new affinity rule. 

5. (Optional) Type a virtual machine name or partial virtual machine name and click the 

blue arrow button to filter the Virtual Machines list. 

6. Select a virtual machine to add to the affinity rule and click Add. 

7. Repeat this step to add additional virtual machines to the rule. 

8. (Optional) Deselect Enabled to create the rule without enabling it. 

9. Click OK to create the new rule. 

 

Edit Affinity or Anti Affinity Rule 

 

1. Click My Cloud. 

2. Click VMs in the left pane and click the Affinity Rules tab. 

3. Right click the rule to modify, and select Edit Rule. 

4. (Optional) Type a new Rule Name to rename the rule. 

5. (Optional) Select a virtual machine from the top Virtual Machines list and click Add to 

add the selected virtual machine to the rule. Repeat this step to add multiple virtual 

machines. 

6. (Optional) Select a virtual machine from the bottom Virtual Machines list and click 

Remove to remove the selected virtual machine from the rule. Repeat this step to 

remove multiple virtual machines. 

7. (Optional) Select Enabled to enable the rule or deselect Enable to disable the rule. 

8. Click OK to apply the changes to the rule. 

 

Delete an Affinity or Anti-Affinity Rule 

 

1. Click My Cloud. 

2. Click VMs in the left pane and click the Affinity Rules tab. 

3. Right-click the rule and select Delete Rule. 
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Adding Additional VMs to a vApp 

You can add additional VMs to a vApp by searching your catalogs for virtual machines to add or 

add new, blank virtual machines, as follows: 

 

1. Click on the My Cloud tab. 

2. In the left pane, select vApps. 

3. In the right pane, right click the vApp you want to configure and select Open. 

4. Click the Virtual Machines tab. 

5. Click the Add VM button. 

6. The new virtual machine wizard will start. 

7. Click Finish. 

 

Adding a Virtual Machine that is not in a Catalog 

You can add a virtual machine to a vApp that is not currently in a catalog. To do this create a 

new (blank) virtual machine, attach an ISO image to it, power it on, and install the operating 

system. 

 

Create a New Virtual Machine 

 

1. Click on the My Cloud tab. 

2. In the left pane, select vApps. 

3. In the right pane, right click the vApp you want to configure and select Open. 

4. Click the Virtual Machines tab. 

5. Click the Add VM button. 

6. New Virtual Machine wizard will start. Click on the New Virtual Machine button to 
 

create a new blank VM. 

7. Name the virtual machine. Set its host name and description. 

8. Set Virtual hardware version to 10. 

9. Set the operating system family and operating system type. Please note that not all 

listed operating systems are supported (e.g. Apple OS is listed, however is not supported 

and will not run). 

10. Set the number of CPUs, memory and disk size requirements. Note: these amounts will 

be subtracted from your vDC resource allotment. 

11. Set Bus type to LSI Logic Parallel (SCSI). 

12. Click OK to create the new virtual machine. Please note that you still have to install the 

operating system. 

13. Click Next. 

14. Continue the steps as outlined previously to configure the new VM resources and 

networking. 

15. Click Finish. 



 

 

Install a Custom Guest Operating System 

 

With a guest OS you can manage virtual machines that are based on the available operating 

systems. The appropriate guest operating system ISO file must be in your catalog. 

 

1. Click on the My Cloud tab. 

2. In the left pane, select vApps. 

3. In the right pane, right click the vApp you want to configure and select Open. 

4. Click the Virtual Machines tab. 

5. Right click the blank virtual machine you created in previous step and select Insert 

CD/DVD from Catalog. 

6. Select the appropriate media file from the catalog and click Insert. See the following 

How to upload ISO section if your media file is not available in the catalog. 

7. Power on the virtual machine by right clicking on it and selecting Power On. Pop out the 

console and watch the boot screen to select boot order in order to boot from the ISO 

image and start the installer. 

8. Follow the instructions to install the guest operating system. 

 

How to upload an ISO 

 

1. Click on the Catalogs tab. 

2. In the left pane, select My Organization’s Catalogs. 

3. In the right pane, Click on Catalogs tab and right click your organizations catalog and 

click Open. 

4. Select the Media & Other tab. 

5. Click the Upload button (Drive with Green arrow on it). 
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Note: You need to have JRE 1.6 or later installed and running to use the file uploader 

feature. 

 

6. Select the media to upload and its name. 

7. Click Upload. 

 

 

 

User and Group Management 

General 

 

The user and group management section can be found in the Administration tab. You need to 

be an organization administrator to view this section. You can manage the roles and rights that 

users and groups have in your organization. 
 

1. Click Administration. 

2. In the left pane, select Members > Users or Members > Groups. 

3. Right click the user or group and select Properties. 

4. Make the necessary changes and click OK. 

 

UBC 
 

Users with an active CWL account can be added as follows: 

 

Add Users 

 

1. Click Administration. 

2. In the left pane, select Members > Users. 

3. At the top of the user list, click the Import Users icon 

4. Search for the user's CWL username. 

5. Select the user from the resulting list and click Add. 

6. Assign the appropriate role for the user. 

7. Click OK. 

Add Groups 

1. Click Administration. 

2. In the left pane, select Members > Groups. 

3. At the top of the Groups list, click the Import Groups icon 
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4. Search for the Group you want to add. 

5. Select the group from the list and click Add. 

6. Assign the appropriate role for the group. 

7. Click OK. 

 

BCNET 
 

Users without a CWL account can be added as follows: 

 

Add Users 

 

1. Click Administration. 

2. In the left pane, select Members > Users. 

3. At the top of the user list, click the New User icon  

4. Create the user's Credentials, choose the Role, fill in the Contact Info, and select a 

Quota 

5. Click OK. 

 

Roles 
 

Administrator – Limited: Console access 

Power on/off VM 

Manage snapshots 

Edit VM properties 

Manage VM password settings 

Share a vApp 

Start / Stop / Suspend / Reset a vApp 

View VM metrics 

Catalog Author: Rights to create and publish new catalogs 

Console Access Only: Rights to view VM state and properties. Can use the guest OS 

Defer to Identity Provider: Rights will be determined based on information from Identity 

Provider 

Organization Administrator:  Rights for administering an organization 

vApp Administrator: Rights to use catalogs, create vApps, edit VM properties and 

power on/off VMs 

vApp Author: Rights to use catalogs and create vApps 

vApp User: Rights to use vApps created by others 
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VMware Tools and open-vm-tools 

VMware Tools 
 

VMware Tools are the official, commercial versions of the guest system utilities from VMware 

and consist of a suite of virtualization utilities that improves the functionality, administration, 

and management of virtual machines within a VMware environment. 

 

VMware tools enables features such as shared folders and cut and paste operations between 

the guest operating system and the machine from which you launch the vCloud Director Web 

console. 

 

Install on a Windows Guest 

 

1. Click My Cloud 

2. In the left pane, click VMs 

3. Select a virtual machine, right click, and select Install VMware Tools 

4. Follow the prompts in the guest OS to complete the installation wizard 

5. Click Finish 

6. Restart the virtual machine 

 

Install on a Linux Guest 

 

1. Click My Cloud 

2. In the left pane, click VMs 

3. Right click on the virtual machine and select Install VMware Tools, this will mount the 

VMware Tools installer ISO. 

4. Select a Linux virtual machine, right click, and select Popout Console 

5. In the guest OS, start the RPM installer 

a. Double click the VMware Tools CD icon on your desktop and double click the 

RPM installer in the root of the CD-ROM 

b. Double click the RPM installer in the file manager window 

6. Type the root password and click OK 

7. Click Continue when the package is ready 

a. When VMware tools is installed, no confirmation or Finish button appears. 

8. At a terminal console, as root, run the vmware-config-tools.pl script to configure 

VMware Tools 

9. Press Enter to accept the default values 

10. After the upgrade is complete, enter /etc/init.d/network restart to restart the network 

11. Type exit 

12. To start the VMware Tools control panel, enter vmware-toolbox & 
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Open-vm-tools 

 

Open-vm-tools is the open source implementation of VMware Tools. The primary purpose for 

open-vm-tools is to enable operating system vendors and/or communities and virtual appliance 

vendors to bundle VMware Tools into their product releases. 

 

VMware recommends using open-vm-tools redistributed by operating system vendors. 

Open-vm-tools is available with these operating systems: 

 Fedora 19 and later releases 

 Debian 7.x and later releases 

 openSUSE 11.x and later releases 

 Recent Ubuntu releases (12.04 LTS, 13.10 and later) 

 Red Hat Enterprise Linux 7.0 and later releases 

 CentOS 7 and later releases 

 Oracle Linux 7 and later releases 

 SUSE Linux Enterprise 12 and later releases 

 

VMware Tools or open-vm-tools is already pre-installed on all EduCloud Server Public Catalog 

templates. For instructions on installing VMware Tools or open-vm-tools for a VM not deployed 

from one of the Public Catalog templates, please check 

http://partnerweb.vmware.com/GOSIG/home.html 
 

Configuring for Trend Micro 

EduCloud Server provides advanced server security through Trend Micro Deep Security. Deep 

Security offers the following features: 

 

 Anti-malware 

 Web Reputation 

 

Windows Systems 
 

Windows systems in EduCloud Server are automatically protected when deployed from one of 

the Public Catalog templates. 

If you would like to add protection to your own Windows templates, please install the Guest 

Introspection Driver component of VMware Tools (not installed by default). 
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An in-guest agent is not required, but you can download and install an optional notify agent 

from here. 
 

Linux Systems 

 

Installing the Red Hat Linux Agent 

 

Note: You must be logged on as “root” to install the Deep Security Agent. Alternatively, you can 

use “sudo”. 

 

1. Download the installation file from 

http://downloadcenter.trendmicro.com/index.php?regs=NABU&clk=latest&clkval=4696 

&lang_loc=1 to the target machine. 

2. Use “yum install ” to install the ds_agent package: 
# yum install <package name> 

Preparing… ########################################## [100%] 

1:ds_agent ########################################## [100%] 

Loading ds_filter_im module version ELx.x [ OK ] 

Starting ds_agent: [ OK ] 

3. The Deep Security Agent will start automatically upon installation. 

 

Installing the Ubuntu Agent 

 

1. To install on Ubuntu, copy the installation file to the target machine and use the 

following command: 
 

sudo dpkg -i <driver_deb_pkg> 

 

2. Where <driver_deb_pkg> is the Debian package with the driver that was built and 

placed in the <DS>/src/dsa/agent/deb/ directory. 

 

Starting, stopping and, resetting the Agent on Linux: 

 

 To start the Agent: 
/etc/init.d/ds_agent start 

 To stop the Agent: 
/etc/init.d/ds_agent stop 

/etc/init.d/ds_filter stop 
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 To reset the Agent: 
/etc/init.d/ds_agent reset 

 To restart the Agent: 
/etc/init.d/ds_agent restart 

 

Snapshots 

You can only create a single snapshot of a VM. This can be done either on a vApp level or a VM 

level. For example, you can snapshot all the VMs contained within a vApp by creating a vApp 

snapshot. Any subsequent VM snapshots will replace the previous snapshot (taken either on 

the vApp or VM level). 

 

Snapshots should not be kept for longer than a week. The snapshot file will continue to grow as 

it ages. This may cause the snapshot storage location to run out of space, reduced system 

performance, and problems with regular backups. 

 

vApp snapshot 

 

1. Click on the My Cloud tab. 

2. In the left pane, select vApps. 

3. In the right pane, right click the vApp you want to snapshot and select Create Snapshot. 

4. A window will pop up with a warning that previous snapshots will be replaced. Click OK 

to proceed. 

 

 

This may take some time depending on how many VMs are contained in the vApp, their size 

and whether they are powered on. 

 

VM snapshot 

 

Alternatively, you may only want to create a snapshot for a single virtual machine. 

 

1. Click on the My Cloud tab. 

2. In the left pane, select VMs. 

3. In the right pane, right click the VM you want to snapshot and select Create Snapshot. 
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4. Click OK button to create the snapshot. 

 

Revert a Virtual Machine to a Snapshot 

 

You can revert a virtual machine to the state it was in when the snapshot was created. This can 

be done multiple times until the snapshot is deleted. 

 

Verify that the virtual machine has a snapshot by right clicking on the VM. Revert to snapshot 

option should not be greyed out. 

 

1. Click on the My Cloud tab. 

2. In the left pane, select VMs. 

3. Right-click the virtual machine you want to revert and select Revert to Snapshot. 

4. Click Yes. 

 

Remove a Snapshot for vApp 

 

1. Click on the My Cloud tab. 

2. In the left pane, select vApps. 

3. In the right pane, right click the vApp you want to snapshot and select Remove 

Snapshot. 

4. A window will pop up with a warning that snapshots for all VMs within the vApp will be 

deleted. Click OK to proceed. 

 

Remove a Snapshot for a single VM 

 

1. Click on the My Cloud tab. 

2. In the left pane, select VMs. 

3. In the right pane, right click the VM you want to delete the snapshot for Remove 

Snapshot. 

4. Click Yes. 
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Appendix 

EduCloud Server Roles 
 

EduCloud Server includes predefined roles. Each of these roles includes a set of default rights. 

 

System Administrator 

 

The system administrator has super-user rights for the entire system. System administrator 

credentials are established during installation and configuration. A system administrator can 

create additional system administrator accounts. All system administrators are members of the 

system organization. You cannot modify the rights associated with this role. 

 

Organization Roles 

 

After creating an organization, a system administrator can assign the role of organization 

administrator to any user in the organization. An organization administrator has super-user 

rights within that organization, and can assign any of the predefined roles to the organization's 

users and groups. 
 
 

Organization 

Administrator 

An organization administrator can assign the role of organization 

administrator to any member of an organization. 

Catalog Author The rights associated with the catalog author role allow a user to create 

and publish catalogs. 

vApp Author The rights associated with the vApp Author role allow a user to use 

catalogs and create vApps. 

vApp User The rights associated with the vApp User role allow a user to use existing 

vApps. 

Console Access Only The rights associated with the Console Access Only role allow a user to 

view virtual machine state and properties and to use the guest OS. 

 

Each predefined role includes a set of default rights. If an organization administrator modifies 

the set of rights associated with a predefined role, those modifications apply only in the context 

of that organization. If a system administrator modifies the set of rights associated with a 

predefined role, those modifications apply to all organizations in the system. 

 

You classify rights according to the objects to which they apply. 

 

Rights Associated with Catalogs 

 

Admin rights are granted to the system administrator throughout the system, and to an 

organization administrator within the organization. 
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Rights Associated With Catalogs 

  

Description 

 

Admin 
Catalog 

Author 

vApp 

Author 

vApp 

User 

Console 

Access 

Only 

Catalog: Add vApp 

from My Cloud 

Permission to add a vApp 

to a catalog from My Cloud. 
X X X 

  

Catalog: Change 

Owner 

Permission to change the 

owner of a catalog. 
X 

    

Catalog: VCSP Publish 

Subscribe 

Permission to publish and 

subscribe to catalogs using 

VCSP. 

 

X 

 

X 

 

X 

  

Catalog: Enable a vApp 

template or media 

item for download 

Permission to enable a 

vApp template or media 

item to be downloaded. 

 

X 

 

X 

   

Catalog: Create or 

Delete a Catalog 

Permission to create and 

delete catalogs 
X X 

   

Catalog: Edit 

Properties 

Permission to edit catalog 

properties. 
X X 

   

Catalog: Publish 
Permission to publish 

catalogs. 
X X 

   

Catalog: Sharing 
Permission to share 

catalogs. 
X X 

   

Catalog: View Private 

and Shared Catalogs 

Permission to view both 

private and shared 

catalogs. 

 

X 

 

X 

 

X 

  

Catalog: View 

Published Catalogs 

Permission to view 

published catalogs. 
X 

    

 

Rights Associated with Independent Disks 

 

Rights Associated With Independent Disks 

 
Description Admin 

Catalog 

Author 

vApp 

Author 

vApp 

User 

Console 

Access Only 

Disk: Change 

Owner 

Permission to change the 

owner of an independent disk. 
X X 

   

Disk: Create 
Permission to create 

independent disks. 
X X X 

  

Disk: Delete 
Permission to delete 

independent disks. 
X X X 

  

Disk: Edit 

Properties 

Permission to edit the 

properties of an independent 

disk. 

 

X 

 

X 

 

X 
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Disk: View 

Properties 

Permission to view the 

properties of an independent 

disk. 

 

X 

 

X 

 

X 

 

X 

 

 

Rights Associated with vApp Templates and Media 

 

Rights Associated With vApp Templates and Media 

  

Description 

 

Admin 
Catalog 

Author 

vApp 

Author 

vApp 

User 

Console 

Access 

Only 

vApp Template or 

Media: Create or 

Upload 

Permission to create and 

upload vApp templates and 

media files. 

 

X 

 

X 

   

vApp Template or 

Media: Edit 

Permission to edit vApp 

templates and media files. 
X X 

   

vApp Template or 

Media: View 

Permission to view vApp 

templates and media files. 
X X X X 

 

vApp Template: 

Checkout (Add to 

My Cloud) 

Permission to add vApp 

templates to My Cloud. 

 

X 

 

X 

 

X 

 

X 

 

 

Rights Associated with vApps 

 

Rights Associated With vApps 

 
Description Admin 

Catalog 

Author 

vApp 

Author 

vApp 

User 

Console 

Access Only 

vApp: Change 

Owner 

Permission to change the 

owner of a vApp. 
X 

    

vApp: Copy Permission to copy a vApp. X X X X  

vApp: Create or 

Reconfigure 

Permission to create and 

reconfigure vApps. 
X X X 

  

vApp: Delete 
Permission to delete a 

vApp. 
X X X X 

 

vApp: Edit 

Properties 

Permission to edit a vApp's 

properties. 
X X X X 

 

vApp: Edit VM CPU 
Permission to edit virtual 

machine CPUs 
X X X 

  

vApp: Edit VM Hard 

Disk 

Permission to edit virtual 

machine hard disks. 
X X X 

  

vApp: Edit VM 

Memory 

Permission to edit virtual 

machine memory. 
X X X 
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vApp: Edit VM 

Network 

Permission to edit virtual 

machine network 

configuration. 

 

X 

 

X 

 

X 

 

X 

 

vApp: Edit VM 

Properties 

Permission to edit virtual 

machine properties. 
X X X X 

 

vApp: Manage VM 

Password Settings 

Permission to edit virtual 

machine password settings. 
X X X X X 

vApp: Power 

Operations 

Permission to power vApps 

on and off. 
X X X X 

 

vApp: Sharing Permission to share vApps. X X X X  

vApp: Snapshot 

Operations 

Permission to take and 

delete virtual machine 

snapshots. 

 

X 

 

X 

 

X 

 

X 

 

vApp: Use Console 
Permission to use the 

virtual machine console. 
X X X X X 

 

Administrative Rights 

 

All of these rights are granted to the system administrator throughout the system, and to an 

organization administrator within the organization. These rights are not granted to any other 

predefined role. 
 

Other Administrative Rights 

  

Description 

 

Admin 
Catalog 

Author 

vApp 

Author 

vApp 

User 

Console 

Access 

Only 

General: 

Administrator 

Control 

Permission to use all 

administrator privileges. 

 

X 

    

General: 

Administrator View 

Permission to view EduCloud 

Server as an administrator. 
X 

    

General: Send 

Notification 

Permission to send EduCloud 

Server user notifications. 
X 

    

Group or User: View 
Permission to view users and 

groups. 
X 

    

Organization 

Network: Edit 

Properties 

Permission to edit the 

properties of organization 

networks. 

 

X 

    

Organization 

Network: View 

Permission to view the 

properties of organization 

networks. 

 

X 
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Organization VDC 

Gateway: Configure 

Services 

Permission to configure 

gateway services. 

 

X 

    

Organization VDC 

Network: Edit 

Properties 

Permission to edit the 

properties of an organization 

virtual data center network 

 

X 

    

Organization VDC 

Network: View 

Properties 

Permission to view the 

properties of an organization 

virtual data center network. 

 

X 

    

Organization VDC 

Storage Policy: Set 

Default 

Permission to set the default 

storage policy for an 

organization virtual data 

center. 

 

X 

    

Organization VDC: 

View 

Permission to view 

organization virtual data 

centers. 

 

X 

    

Organization: Edit 

Federation Settings 

Permission to edit an 

organization's federation 

settings. 

 

X 

    

Organization: Edit 

Leases Policy 

Permission to edit an 

organization's leases policy. 
X 

    

Organization: Edit 

Password Policy 

Permission to edit an 

organization's password 

policy. 

 

X 

    

Organization: Edit 

Properties 

Permission to edit 

organization properties. 
X 

    

Organization: Edit 

Quotas Policy 

Permission to edit an 

organization's quotas policy. 
X 

    

Organization: Edit 

SMTP Settings 

Permission to edit an 

organization's SMTP settings. 
X 

    

Organization: View 
Permission to view 

organizations. 
X 
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Links 
 

Console Plugins 

Windows 

Google Chrome: http://vsphereclient.vmware.com/vsphereclient/3/6/3/5/3/4/1/VMware- 

ClientIntegrationPlugin-5.6.0.exe 

Other browsers: http://vsphereclient.vmware.com/vsphereclient/3/8/6/3/8/4/6/VMware- 

ClientIntegrationPlugin-6.2.0.exe 

Mac OS X 

Google Chrome: http://vsphereclient.vmware.com/vsphereclient/3/6/3/5/3/4/1/VMware- 

ClientIntegrationPlugin-5.6.0.mac64.dmg 

Other browsers: http://vsphereclient.vmware.com/vsphereclient/3/8/6/3/8/4/6/VMware- 

ClientIntegrationPlugin-6.2.0.mac64.dmg 

Linux 

http://vsphereclient.vmware.com/vsphereclient/3/8/6/3/8/4/6/VMware- 

ClientIntegrationPlugin-6.2.0.x86_64.bundle 


